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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC1; Ha
HEro PacnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO CornalleHusi. bes cneuymansHOro nMCbMEHHOro paspeLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

Hactosiwee Pykoeogcteo pononHsieT gokymeHT XTAM.00101-01 91 01. PykoBoACTBO agMUHUCTPaTOpa
besonacHocTn. Obwas YacTb npu ucnonssosatun mogynein Kpuntollpo JCSP n Kpuntollpo JTLS (ganee — JavaCSP

n JavaTLS) cpeactea kpuntorpacuyeckoii 3awmTsl nigpopmauyun Kpuntollpo CSP sepcus 5.0 KC1 VicnonHenne 1-
Base.

Mogynun JavaCSP wu JavaTLS npegocTaBnstioT [ocTyn K peannsaumsm POCCUACKUX KpUnTOrpachnyeckux
aNropuTMoB 1 (OYHKLMOHMPYIOT NMOA yNpaBAeHneM BUPTYasbHOM Java-MalinHbl.

NHcTpykummn agmuumcTpaTopa 6€30MacHOCTM 1 MOJIb30BATENSIM Pas/iMYHbIX aBTOMATU3MPOBAHHLIX CUCTEM,
ucnonb3ytowmx moaynu JavaCSP n JavaTLS CK3W Kpuntollpo CSP sepcus 5.0 KC1 Wcnonnenne 1-Base, poaxHbi
pa3pabaTbiBaTLCS C y4eTOM TPebOBaHMIA HACTOSALLENO AOKYMEHTA.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)

APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymnsi  [pucsoeHne onpepeneHHbix aTpubytoB (agpeca, HOMepa KtOYa, MPaB MCMOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyrolein LoKyMeHTauun, obecnedunsatouleli
pyHKLMOHMPOBaHNE aBTOMaTU3MPOBAHHON CUCTEMbI BO BCEX PEXMMax

CBT CpeacTBa BbIYNCANTENBHOR TEXHUKN

CeptudmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOLMNIA MPUHAANEKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
NPOBEPKM 3NEKTPOHHOI MOAMMCA 1 ONpPEeAEneHHbIX aTpubyTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum

cocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)

CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.
CeTeBoii CnpaBoOYHNK

Co Cpesa pyHKUNOHUPOBAHUS

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)

LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

20N DNeKTPOHHAsi NOANMUCH
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

Kpuntollpo JCSP sensietca kpuntonposaiigepom Java. Kpuntollpo JCSP He peanusyer poccuiickne
KpunTorpacnyeckne anropuTMmbl camocTosTesbHo. Bce kpunTorpadmyeckue onepaumm OCyLLECTBASIOTCS MNyTEM
MCMOIb30BaHNST COOTBETCTBYIOLMX BbI30BOB Kpuntonposaiigepa Kpuntollpo CSP.

1.1 TporpammHo-annapaTHblie cpeabl PYHKLUOHUPOBAHUSA

Kpuntollpo JavaCSP dyHkumnoHupyet nog ynpasneHnem cnegyrowmx Java-mawimt:

e Java-mawwmnbl nponssoacTea Oracle «Java(TM) 7 Runtime Environment, Standard Edition» sepcun 1.7 un
«Java(TM) 8 Runtime Environment, Standard Edition» sepcuu 1.8 Ha 32-6uTHoit 1 64-6uTtHoin nnatdopme;

e Java-mawmnbl npoussoactea Oracle «Java(TM) 10 Runtime Environment, Standard Edition» sepcun 10 u
«Java(TM) 11 Runtime Environment, Standard Edition» Bepcun 11 Ha 64-6utHoii nnatdopme;

e Java-mawmnsl JOVM npomssogctea IBM «Java(TM) 7 Runtime Environment, Standard Edition» Bepcun
1.7 n «Java(TM) 8 Runtime Environment, Standard Edition» sepcuu 1.8 Ha 32-6uTHoin 1 64-6uTHOI nNnaTdopme.

e Java-mawnHbl «OpenJDK» Bepcuii 7, 8, 10, 11 Ha 32-6uTHoii u 64-6uTHoii nnatdopme.

e Java-mawmnbl «Libericay sepcuii 8, 10, 11 Ha 32-6uTHoli n 64-6uTtHoli naatdopme.

Kpuntollpo JavaCSP gomxeH ncnonbsoBatbes ¢ cepTudbmumpoBaHHbiMy Java-MalnHaMm, COOTBETCTBYOLLNM
TpeboBaHusm bGesonacHoCTM pa3paboTymka. 3alMLEHHOCTE  KPUNTOrpacpuHecKnx ODBLEKTOB, CO34aBaEMbIX U
obpabaTbiBaeMbIX KPUMNTOMNPOBARAEPOM, 3aBUCUT OT CTEMEHU 3aLLMLLEHHOCTI U KOPPEKTHOCTN Java-MallvHbl, N MOXET
ObITb CHUXXEHA NpK UCMONBL30BAHMN BUPTYasIbHBIX MALUUH, HE UMEOLWNX cepTudmkaTa.

Co cnuckom cepTudpuLMpoBaHHbIX Java-MalnH MOXHO O3HAaKOMUTLCS MO CAEAYIOWMM aapecam:
https://developer.ibm.com/javasdk/downloads/
http://www.oracle.com/technetwork/java/javase/downloads/index.html
https://openjdk. java.net/

https://bell-sw.com/pages/java-11.0.2/

1.2 Coctas CK3U1

Kpuntollpo JavaCSP BbinosHeH B ciefytoliem cocTase:

e kpuntonposaiigep (MoAyNb Ha NPUKIAZHOM YPOBHE);

e Mogaynb ceTeBoii ayTeHTudpmkauyum (JavaTLS);

e moaynb 0bpaboTku cepTudpmkatos n pabotel ¢ CMS;

e bubnmnoteka, obecnednsatowas nogkatodeHne n yHKLUOHNpPoBaHne Kitouesbix HocuTeneln (RDK);
e MOAY/b NOAAEPXKKM UHTepdeiica nog ynpaeieHnem BupTyaabHol Java-mMawunHel,

e Habop mopyneit n Java-knaccos ansi nogaepxku nntepdpeiica JCA.

1.3 KniouyeBble HocuTenn

MNepeyeHb NOAAEPKNBAEMbBIX KAHOYEBLIX HOCUTENEN B 3aBUCUMOCTM OT MPOrpaMMHO-annapaTHol naatgopmebl
otpaxeHo B XKTA1.00101-01 30 01. Kpuntollpo CSP. ®opmynsp, n. 3.9.

Wcnonb3osaHne Hocuteneii APYyrnx TunoB [ONYCKAETCA TOJIbKO MO COrjacoBaHUto C ®OCB Poccun.

CtpaHnua 6 us 33


https://developer.ibm.com/javasdk/downloads/
http://www.oracle.com/technetwork/java/javase/downloads/index.html
https://openjdk.java.net/
https://bell-sw.com/pages/java-11.0.2/

MKTAN.00101-01 91 12. KpunTollpo CSP. PykoeoacTeo agmunuctpaTtopa besonactoctu. Vcnonssosanue JavaCSP
u JavaTLS

Mpumevanne. B coctas auctpmbytusa CK3U Bxogat 6ubnmotekm nopaepXky BCeX MepeqnCIEHHbIX
HocuTenei, Ho He BxoasaT apaiisepsl ans OC. Mo Bonpocam nosnyyeHusi ApaiisepoB HeobxoanmMo obpalaThes
K NPOV3BOAMTENAM COOTBETCTBYIOLLMNX YCTPOMNCTB.
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2 VYcTaHoBka u yaaneHue aunctpubytumsos 10 CK3U

K ycraHoBke u 3KCmayaTauuum MPOrpamMMmHOro obecrnedeHusi, umetowero B cBoem coctase CK3WU,
JONyCKalTCA AnLa, npollesline CoOOTBETCTBYIOLLYIO NOAMOTOBKY M U3Y4YMBLUME DKCMJyaTaLMOHHYIO AOKYMEHTaLUIO
Ha COOTBETCTBYIOLLME NPOrpaMMHbIE CPEACTBA.

MNpu ycTanoeke nporpammuoro obecnedernunsi CK3W Heobxogumo:

e Ha TexHuueckux cpegcreax, ocHauweHHbix CK3W, ucnonb3oBaTh TONLKO JIMLEH3NOHHOE MPOrPaMMHOE
obecneyerne bUpM-N3roToBUTENENA.

e VCTaHOB/IEHHOE MpOrpaMMHOe obecnedeHne He [OJDKHO COAepXKaTb CPeAcTB pa3paboTku u OTNaAKw
NPUAOXKEHWUA, a TaKXKe CPEeACTB, MO3BOMSIOWMX OCYLUECTBAATL HECAHKLMOHUPOBAHHbLIA OCTYNM K CUCTEMHbLIM
pecypcam.

e Annapatypy, Ha koTopoii ycraHaenusaetcs CK3U, cnegyetr nonydats y AoOpPOCOBECTHOrO MPOU3BOAWUTENS,
NPOBEPsIst HAJIMYNE NOATBEPXKAAOLMX PabOTOCNOCOBHOCTL AOKYMEHTOB.

o Pekomenpgyetcs yctanoeka cpegcts 3awmtsl o HCI v npu ncnonbsosanun CK3W B cooTBeTcTBUM C KNAccom
KC1.

e [lpu ycrtaHoBKe Java nosyynTb y MPOU3BOAWUTENS MOCIEAHION OUUNANbHYIO BEPCUIO, COLEPXKaLLyto BCe
nporpamMmmHbie OBHOBAEHUSI, CBSI3aHHbIE C HE30MACHOCTLIO.

e [lepen ycranoekoii CK3W npoeeputb nporpammHoe obecnedenune NMIBM Ha oTcytcTeue BpesoHocHoro MO
1 NPOrpamMMHbIX 3aKNafdoK.

e [lpegycMoTpeTb Mepbl, UCKOYAOLLE BO3SMOXHOCTb HECAHKLMOHMPOBAHHOrO U3MEHEHUS annapaTHOR YacTu
pabouyeii ctaHuymn ¢ yctanosnenHsim CK3 (nytem onevaTsiBaHus cuctemuoro 6noka u passvemos [19BM u konTpons
neyatell agMUHNCTpaTOpoM besonacHocTn).

e [locne ycranoeku Kpuntollpo JavaCSP, Ho go Havana ero ncnonb30BaHusi, HeOBXOLMMO BOCMO/b30BABLUINCH

yTuanToli kKomaHgHoli ctpokn CPVerify.Prompt cozgaTh xpaHuiuiia KOHTpoOsMpyembix palisioB, Kak OMUCaHO B
CPVerify.

2.1 Cnocobbl ycTaHOBKN

B cnyyae ucnonbsoaHus Java-mawun sepcumn 10 n Bbiwe:

YcraHoeka Kpuntollpo JavaCSP B cnydae akcnnyatayun MO 8 OC Windows/*nix He Tpebyetcs.
DKCnyaTauus OCyLECTBASIETCS NyTeM foDaBNeHUst NPOBAiAEpOB B CMNCOK java.security:
security.provider.<N>=JCSP

security.provider.<N>=Crypto
security.provider.<N>=RevCheck

Nan nporpammuo, ¢ nomowsto Security.addProvider:

Security.addProvider (new JCSP()); // mposaiimep JCSP

Security.addProvider (new RevCheck());// mpoaiimep mpoBepku cepTudpuraTtoB JCPRevCheck
// (revocation-nposaiinep)

Security.addProvider (new CryptoProvider());// mpoBaiinep muppoBamusa JCryptoP

BubnunoTekn nosmxHbl bbITh gobaeneHsl B classpath.
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Ons ycranoeku Kpuntollpo JavaCSP Ha M3BM c ycranosnenHoii Java-mawwmnoii sepcun 1.7 unmu 1.8 cnepyiite
OMUCAHHOW HUXE UHCTPYKLUN.

OcHogHoil cnocob yctaHoeku Kpuntollpo JavaCSP coctounT B 3anycke komaHgHOro dhaiina, BXOASILLEro B COCTaB
auctpubytnea CK3W; nms komaHgHoro dhaiina 3aBUCUT OT OMEPaALVOHHON CUCTEMbI, Ha KOTOPYIO MPOM3BOAUTCS
yctanoeka. Jpyrue cnocobel — 310 ycraHoBka oTgessHo Mogyns JavaCSP ¢ nomouwsto yctanoswmka JCSPInstaller
UAN C MOMOLLBIO ONUMK -jar MPOrpamMMbl java.

B cucreme yxe moxet 6biTb ycTaHosneH Kpuntollpo JavaCSP 6onee panHeli Bepcun. B atom cnyyae moaynb
Kpuntollpo JavaCSP moxeT bbiTh 0OHOBMEH COrNMacHO MHCTPYKUMSM, npuBegeHHbIM Huke. CnefyeT yunTeiBaTh, YTO
MeXay BEpPCUSIMU MPOAYKTOB MOTYT ObITb CyWECTBEHHbIE OTNMYMS, B STOM Ciiydae nepef ycTaHoekoin Kpuntollpo
JavaCSP Heobxogumo npenBapuTesibHO yaanuTh MPeabIAyLLyO BEPCUIO NPOSyKTa.

Ons ycranosku Kpuntollpo JavaCSP Heobxogumo nmeTs npaBa agMuHUCTpaTOpa Ha faHHOW paboyeii cTaHuuu.

2.2 Kopguposku B Java

Mpun 3anycke knaccos Kpuntollpo JavaCSP coobuueHus bynyT BoIBOAUTLCS B KOAWPOBKE, NpuHaTol B Bawwei
BUPTYyanbHO MawwmHe Java no ymonyaHuto. Ecnm kogupoBka, yctaHoBsieHHasi Java npw 3anycke, OT/JMYAeTCs OT
KOGUPOBKMN OKHa, TEKCT DyaeT oTobpaxaTbcsi HEKOPPeKTHO. I3mMeHnTb KogMpoBKy npu 3anycke Java MOXHO, yka3aB
3HayeHmeM nepemMeHHon file.encoding Hy>XHyHO KOAMPOBKY, Hanpumep:

java -Dfile.encoding=Cp866 -version
13 kopa nporpaMmMbl CMEHUTbL KOGUPOBKY MOXHO METOAOM:
System.setProperty("file.encoding", "UTF-8")

Ecnun Bbl xotute, 4tobbl Kpuntollpo JavaCSP BbiBogun cooblueHns B Apyroil KOAWpPOBKE, U3MEHNTE 3HaYeHNe
nepemeHHoii. Takoe BO3MOXXHO, HanpuMmep, ecim Bbl cobupaetech nepeHanpaeuTb BbiBog B haiiil U aHAaAU3MPOBaTh
€ro noTOM, WUCMOJIb3yst APYTYO KOAUPOBKY:

install.bat \java >log.txt 2>&1

B UNIX-cuctemax Java-malumHel ncnonb3ytoT Afisi OnpefeneHnst KOguMpoBkM 3HadeHue nepemerHoin LANG.
Moxanyiicta, ybegutecb B TOM, 4TO 3HaYeHMe 3TON NMepeMeHHO COBNaAaeT C KOAMPOBKO Bawero okHa.

2.3 V¥YcrtaHnoska Ha Windows

B CJlyda€ ncnoJib30BaHnA Java-mawinx BEPCUN 10 un BbiwWwe:

Vcranoeka Kpuntollpo JavaCSP 8 cnyyae akcnnyatauun MO 8 OC Windows He Tpebyetcs.

Vcranoska Kpuntollpo JavaCSP na OC Windows ¢ ycTanosnerHoii Java-mawuHoli sepcumn 1.7 nam 1.8 gonxHa
NPOBOANTLCSA AAMUHUCTPATOPOM C MOMOLLLIO KOMaHAHOW CTPOKM U3 Manku C NHCTa/NIATOPOM:

setup_console.bat <mnyrs_x_JRE>
Hanpumep: setup_console.bat "C:\Program Files\Java\jdkl.7\jre"

Mpu 3ToM BymeT mcnonb3oBaTbCst McnoHsiemblin daiin <JRE>\bin\java.exe, a Takxe Dyger npomsseaeHo
nonHoe ypanenue daiinos Kpuntollpo JavaCSP, 4to moxeT 6biTb Heobxogumo npw paspelueHnn owmnboHHbIX
cutyauuii. B nobom cnydae, nepef yCTaHOBKOW aBTOMATUYECKU OCYLUECTBSIETCS MOMbITKA AENHCTa/IALMAN
Kpuntollpo JavaCSP Ha cnyuyali, ecnu oHo BbIio paHee yCTaHOBMEHO.
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Ecan ums komnanum cogepXxnT npobenbl, TO OHO JOMKHO DObiTh 3aK/t0HeHO B KaBblYkU. Ecin nms komnanum
YKa3bIBAETCS1 HA PYCCKOM $A3blKe, TO KOAWPOBKA AOJKHA COBMafaTh C ykasaHHol B <JRE>\1ib\font.properties.

Mo OKOHYaHWMM MpoLEecca YCTAaHOBKU HEOBXOAMMO ybeanTbCst B KOPPEKTHOCTU YCTAHOBKU U BBECTU JIULEH3MIO
(cm. Mposepka n BBOA NuueH3un). Ecnn oHa He Bbina ykasaHa cpasy, HeobxofMMO 3anyCTUTb CLEeHapuii:

ControlPane.bat <myTrs_k_JRE>

Ecnu yctaHoBka 3aBeplunnack ycnewHo, To byaer sanyuieHa KOHTPOsIbHas NaHeNb, B Hell HeobxoanmMo nepeinTu
Ha Bkaaaky Java CSP. lNpu HeobxogumocTn BBEAUTE NIMLEH3MIO, KaK 3TO onucaHo B pasgene [lposepka u BBOA
JIALIEH3WN.

B cBsI3n C BO3MOXHOCTBbIO OAHOBPEMEHHOIO COCyLLecTBOBaHUs Heckonbkux JRE Ha ofHOM kKomnbtoTepe
HeobxoAMMO CneauThb 3a TeM, 4ToDbl yCTaHOBKa, yaaneHme u ucnonbsosaHue Kpuntollpo JavaCSP npoeogunoch
oaHum u Tem xe JRE, To ecTb nporpammHble mMoaynu 3anyckanncCb OOHUM U TEM XKE WCMOSHsieMbIM halinom
<JRE>\bin\java.exe.

2.3.1 VYcrtaHoBKa C nomoubio rpadpnv4eckoro NHCTannsaTopa

Vcranoeka mogynsi Kpuntollpo JavaCSP Bmecte ¢ HaTuBHOW OubAIMOTEKON MOXET TakkKe MOXET ObiTb
BbINOJIHEHA C MOMOLLbIO rPachnyeckoro yCTaHOBLYMKA setup.exe. 3anyck setup.exe JO/KEH MPON3BOAUTLCS NOA
yNpaB/ieHNEeM YYETHON 3anncnm agMUHUCTpaTopa.

Mowarosbii npouecc ycraHoskn Kpuntollpo JavaCSP ¢ nomolubio rpadhmyeckoro ycTaHOBLYMKA NpeacTaBeH
Ha puc. 1 — 3.

|£ | JCP Installer — X

/7~ N\
P KPUMTOMPO
—""

BbibepuTe Asbik/choose language:

PyCCKMit 3

Crypto-Pro Installer, 2005-2018
Hanee OTmeHa

Puncyrok 1. OkHo BbIbOpa s3blka MHCTaNNATOpPa
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—""

YcraHoBKa
BoiGepute aeiictene:

(®) YcraHoBuTh

(O Yaanuts
Crypto-Pro Installer, 2005-2018
Hazan OTtmeHa
Pucyrok 2. OkHo Bbibopa geiicTBus
|£] JCP Installer — X

/N
P KPUMTOMPO
N—""

YcraHoBKa
lMonbzoBaTenbCKOE NULIEH3MOHHOE CcornallleHue

Kpuntollpo JCP ~
JIMUEH3MOHHOE COIMNALEHWME

CpoK UCNONb30BaHUA AeMOHCTPaUMOHHON Bepcun KpunTtollpo JCP orpaHHyeH
90 OHAMKU C MOMEHTE YCTaHOBKH.

Mepenaya Npae Ha UCNONb30BaHWe NPorpaMMHoro obecneyeHua
npoussoacTea 000 "KPUNTO-TIPO" ocyllecTBAAETCA Ha OCHOBaHMK
JIMLEH3HOHHOrO COTNALLEHHS.

(® 91 npuHMMato

() 91 oTkasbiBaH
Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

Pucynok 3. OKHO C NNLEH3NOHHBLIM COralleHneM

Mocne Bbibopa si3bika u AeiicTBust (yCTaHOBKA/yAaseHNE) MaCTEPOM YCTaHOBKM OyfAeT MpeasiokeHo ykasaTb,
B Kakoii JRE BygyT npomsBoguTbCsi HacTpoiika, Kakme MOAYNM CreAyeT yCTaHoBUTb/yaanuTs/obHoBuTs (cMm. puc. 4,

puc. 5).
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—""

YcraHoBKa
Bbibepute JRE
(®) YcraHosnenHbie JRE
C:\Program Files\Java\jre1.8.0_172 E2
() BoibpaTb JRE

OTKpbITh. ..

Onucanue JRE:
Version: 1.8.0_172, 64-bits

Crypto-Pro Installer, 2005-2018

Hazan Hanee

Pucynok 4. OkHo Bbibopa JRE

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
\—"

YcraHoBKa

BrifepuTe npoaykTLI:
KpurTonposaiigep JCP
BKNKOUMTE YCUIEHHBIA KOHTPOIb MCMONE30BAHNA KNkoYei
Mogayne WwhgpoBaHns
|:| Mogyne NoAAepHKM KapT W TokeHoB, Tpebyer OCF (ycTapen)
[ Moayne noanepskun kapt u TokeHos
|:|'I'LS npoeaigep

[ Mopynu CAdES, XAdES, TpebyioT bouncycastle: be™-jdki5on-1.50

HaTuedslil KpunTonpoBaiigep Java CSP, TpebyeT Kpuntollpo CSE

MpoBaigep No yMonyaHuH:

Java CSP (3w, 3UN, wudpoeaHine) W

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

PucyHok 5. OkHo BbIbOpa npoaykTa

MNpn ycTaHoBKe nNpoBaiifjepa MOXHO YKa3aTb, Kakoli W3 HuWX OymeT uCnosib30BaThCs Mo ymondanuo. B
JanbHelileM 3TO HaCTPOIiKy MOXHO U3MEHUTH B NaHeNU Ha 3aknagke « Anroputmbly. B 3aBucumocTn ot npuopnTeTa

TOT WJIN MHOIA npoBaiigep byneT HaxogMTLCS Bbille B CMIUCKE NPOBAigepoB java.security.
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Mpumeyvanne. [pn ycTaHoBKe MoOZyns NOALEPXKM KapT u TokeHos, Tpebytowero OCF, Heobxogmmo
npegsaputensHo ycrtanoButs Open Card Framework. [lpu ycrtanoeke wmopynss CadES Heobxogumo
ckonmpoBaTh B manky <JRE>/1ib/ext cpaiinbl bubnuorek bouncycastle.

C nomowibto nyHKTa «YCTaHOBUTLY» MOXET ObITb NpOM3BEEHA KaK YCTaHOBKA, Tak M ODHOBJIEHWE MOAYNEii.
Ecnn B ykasannoii JRE yxe nmeercs ycravosnenubiii JCP v gpyrune mogynu (B tom uncne JavaCSP), 1o moxer
ObITb NPeANoXeHo UX ODHOBUTL, €CIM UX Bepcusi ycTapena. 3aTeM OyAeT NpeanoXeHo yka3aTb CepuiiHble HOMepa
BbIOpaHHbIX ANsi yCTaHOBKW npoaykToB (cM. puc. 6). Ecnu oHm He ykasaHbl, To BymyT MCNonb30BaHbl Cepuiible
HOMepa Mo YMOJYaHNIO CPOKOM AelicTBus 3 mMecsiua. B 9ToM >xe okHe BO3MOXXHA MpoBepKa JNLEH3NIA.

|£] JCP Installer — X
/—\
P KPUMTOMPO
\_/—
YcraHoBKa
BeeauTe cepuitHble HoMepa ANs NPOAYKTOB:
JCP:
JTLS:
JCSP:

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

Pucynok 6. OkHO BBOgA CEpUiiHbIX HOMEPOB NMPOAYKTOB

[Nanee BypeT NpeAnoxeHO NPOBEPUTbH KOPPEKTHOCTb BBEAEHHONW paHee uHgoOpmauuu, yaaneHue HacTpoek (B
cnyyae yganeHus mogyneii) (cm. puc. 7).
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. Nicnonb3osanne JavaCSP

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcraHoBKa

MpoBepbTe, BCE N HACT POIMKKN YKa3aHb! BEPHO.

CNWCoK MOZYNei:

#% KpunToONpoBaiaep JCP
CepuiHbIA HOMEp:
YCUIEHHBIA DEXMM KOHTPONS KHOYEii: BKIHYEH

*% Mogynb WrdpoBaHWua

** HaTWBHBII KpUNTONpOBaiigep Java CSP, TpebyeT Kpuntolpo CSP
CEPUIAHBIA HOMED:

** MpoBalidep No YMONYaHMEo:
Java CSP (x3w, UM, wubposaHwe)

Y0anuTb COXpaHeHHble HaCTDOI:i KH

Crypto-Pro Installer, 2005-2018
Hazan YcTaHoBKa OTmeHa

Pucyrok 7. OKHO NpoBepKM HACTPOEK YCTaHOBKM/yaaneHus

3atem npousoiifeT ycTaHOBKa/yfaneHne BbIOpaHHbLIX MPOAYKTOB C BbLIMOJHEHUEM JIOTMPOBAHUS B OKHe
ycTaHoBwmka (cm. puc. 8).

|£ | JCP Installer — K

/7~ N\
P KPUMTOMPO
N—r"

YcraHoBKa

MMpoLecc MOXET 3aHATb HECKOMBKO MUHYT.
Moxanyicra, NoaoXauTe...

LaUnEU Uy . Java.iang. iy Ui el TOU L ALE DU, TUL Oy pPOOrT U O P IOUTs. U _£L.

at java.lang.Class.getConstructorO(Unknown Source) 2
at java.lang.Class.getConstructor(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)

at ru.CryptoPro.JCP.tools.cl_22.run(Unknown Source)
... 9 more

>

Crypto-Pro Installer, 2005-2018
YcTaHoeKa OTmeHa

Puncyrok 8. OkHo npouecca ycTaHOBKM

B cnyyae ycnewHoro BbinonHenus yctaHoBku bypet otobpaxkeHo okHo (cm. puc. 9). lNocne nepexoga panee
B C/lyyae YCTAHOBKU MOXET OblTb MPeasioXKEHO 3anyCTUTb MaHefb YNpaBieHUs M CO34aTb SAP/bIK AJst 3anycKa

KoHTponbHoii naHenn Ha Paboyem crone (cm. puc. 10).
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/7~ N\
P KPUMTOMPO
N—"

|£] JCP Installer — X
YcraHoBKa
lNpolecc 3aBeplueH.
T T T
$$ Arguments $$ A
exec arg: C:\Program Files\Java\jre1.8.0_172\bin\java.exe
exec arg: ru.CryptoPro.JCP.Util.SetPrefs
exec arg: -system
exec arg: -node
exec arg: /ru/CryptoPro/JCP/ULil
exec arg: -key
exec arg: PaneDefaultProvider_class_default
exec arg: -value
exec arg: 0
Default provider completed: 0
v
< >
Crypto-Pro Installer, 2005-2018
Hanee OTMeHa
Pucyrok 9. OkHoO c pesynbTaTamMu yCTaHOBKM
|£ | JCP Installer — X

YcraHoBKa

[Mozapaensaem! BoiNONHEHWE 3aBepLUEHO.

Co3naTb ApNbIK Ha paboyeM cTone

3aI'IYCTI"ITb NnaHenNb ynpasneHua

Crypto-Pro Installer, 2005-2018
3aKpbITh

Pucyrok 10. 3aBeplueHune ycTaHOBKM

[Npouecc yaaneHns oTANYaETCs OT YCTAHOBKM TONBKO OTCYTCTBUEM HEKOTOPLIX LLATOB, TaKNX Kak JINLEH3NOHHOE
cornalleHue, BBOJ, CEPUAHBIX HOMEPOB.

B cnyuyae owmnbku cooTeeTCTBYytOWEE COODLEHNE NOABATCA B XO4€ WM Npu 3aBeplieHnn onepaumn. Ecnm no
KaKUM-TO MPUYMHAM YAANUTb NPEAbIAYLLYIO BEPCUO He yaaetcs (Hanpumep, aiifibl 3aHATbI APYriM MPOLLECCOM),
OyneT npensiokeHo nepesanyCcTuTb YCTaHOBLUMK (cM. puc. 8).
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=

/7~ N\
P KPUMTOMPO
N—"

YnaneHune
HeobxoauMo nepezanycTUTb MHCTANNATop.

s e
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\QCF.jar He HaigeH. A
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\)JCPRevChe
Owwubka npu yonanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\JCPRevT o0
Owwbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\CAdES.jar
Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\XAdES.jar ¢
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\AdES-core.
Owmbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\XMLDSigRI
®aiin C:\Program Files\Java\jrel1.8.0_172\lib\ext\JCSP.jar He HaigeH.

Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\J6Oscar.jar
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\J6CF.jar He HailaeH.

Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\Rutoken jar

< >
Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucynok 11. Owubka npy yaaneHnn KOMNOHEHTOB

Mocne HaxaTusi Ha kHoOMKy «[lanee» ycTaHoBWUK OyaeT nepesanywieH U nepelijeT K CTaguu NPOBEPKM
BBEAEHHOI MHdopMaumn (CM. puc. 7), MOC/iIe Hero paHee MpepBaHHas OMepaLnsi YCTaHOBKU/yAaNeHNsi MOXET ObiTb
BO30OHOB/IEHA N 3aBepLUEHA.

2.3.2 YcTaHOBKA C NOMOLbIO KOMaHAHOW CTPOKU

KoHconbHasi Bepcusi ycTaHoBwmMka setup_console.bat npu 3anycke Tpebyer ykasate JRE. Ona mano
OTANYaeTcs OT rpachnyeckoii sepcun. Bo3amMoxHbl 2 BapraHTa MCMNOIL30BaHMSI KOHCOIBHOMO YCTaHOBLLMKA:

1) nowaroBo ykasbiBaTb si3blk ycTaHoBwMka, JRE 1 BBOAMTL faHHble aHANOTMYHO TOMY, Kak 3TO AeNaeTcs
B rpacpr4eckoM YCTAHOBLUMKE; MpW 3TOM MOXHO WCMONb30BaTh KiaBuwy Enter gns coxpaneHns 3HadeHusi mno
YMONYAHMIO HA KaXKJOM Luare.

2) BbINOMHMTL YCTAaHOBKY/yAaneHue 6e3 B3aumopeiicTBusi ¢ nosb3oBaTtenem. ObsizaTenbHo Heobxognmo
yKa3blBaTb aprymeHT -force. DTO BO3MOXHO NPy UCMOIb30BAHMN LONOJHATEbHBIX NaPaMETPOB KOMaHAHOI CTPOKM,
Hanpumep (setup_console.bat -help):

setup_console.bat <JRE> -force [-ru | -en] [-install | -uninstall] [-jre <value>]
[-jcp | -jcryptop | -cpssl | -cades | -ocf | -j6cf | -cpssl | -jcspl [-serial_jcp
<value> -serial_cpssl <value> -serial_jcsp <value>] [-rmsetting] [-default_provider [0]1]]

roe:

e [-ru|-en] — A3bIk nHcTanNsTOPA,

e [-install | -uninstall] — BbibpanHoe gelicTeune (ycTaHoBka uan yaanexue),

e [-jre <value>] — nyts k JRE (no ymonuanuto, ecnm napametp He 3agaH, bygeT mcnonb3oBaTbes
Tekywas ucnosnHsiemas JRE),

e [-jcp | -jeryptop | -cpssl | -cades | -ocf | -j6cf | -cpssl | -jcsp] — ocHoBHbIe gocTynHbIE MOgyNH,

o [-serial jcp <value> -serial cpssl <value> -serial jcsp <value>| — cepuiinble HOmepa Ans
BbIOPaHHbIX NPOLYKTOB,

e [-default provider [0 | 1]] — nposaiigep no ymonuanuto (0 — JCP, 1 — JavaCSP),

e [-rmsetting] — yganeHne cyllecTBytoWNX HACTPOeK (TONBLKO NpY yAANEHN MOAYNEN).
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BofbWMHCTBO apryMeHTOB MOXET ObITb OnyLieHo. Tak, OTCYTCTBUE OMUUU -jre MPUBEAET K WUCMOJIb30BAHMIO
Tekyweli ucnonusiemoii JRE, 3apanHoii 8 <JRE>.

Mpumepbl kKomMaHa:
1) ycraHoeka JCSP n cpSSL B C:\ProgramFiles\Java\jre7 c ykasaHuem cepuiiHoro Homepa anst JCSP n
HasHadeHuem JCSP nposaiigepom no ymondanumto:

setup_console.bat "C:\Program Files\Java\jre7" -force -ru -install -jre "C:\Program Files\
Java\jre7" -jcp -jcsp -cpssl -serial_jcsp XXXXX-XXXXX-XXXXX-XXXXX-XXXXX -default_provider 1

2) ymaneuune JCSP B JRE no ymonuanuto (Tekywas ncnonnsiemasi JRE):

setup_console.bat "C:\Program Files\Java\jre7" -force -en -uninstall -jcsp

B stom cnydyae nocne yganenns JCSP Bce ewe ocrtaetcs nposaiifepom no ymondaHuto. nsi mamereHus
npogaiiiepa No yMOHaHUIO BOCMOJb3YATECH 3aKNAAKOA « ANrOpUTMBbI>.

2.4 VYcTtanoska Ha UNIX n Mac OS

B cnyyae ncnonbsosanusi Java-mawinH Bepcumn 10 u Bbiwe:

Vcranoeka Kpuntollpo JavaCSP B cnyyae skcnnyatayuu MO 8 OC *nix He Tpebyetcs.

Vcranoeka Kpuntollpo JavaCSP nHa OC UNIX ¢ ycraHoBneHHoli Java-mawwuHoii sepcum 1.7 wnm 1.8
ocylecTBnsieTcst aHanorudHo yctavoske Kpuntollpo JavaCSP Ha Windows, ¢ pasHuueid nuwe B nCnonHsembix
chalinax ans ycTaHOBKM U 3amycKa KOHTPOJILHONA naHesw.

Ons ycranosku Kpuntollpo JavaCSP HeobxoanmMo BbIMOAHUTL KOMaHAY:
./setup_console.sh <myts_x_JRE>

Hanpumep: setup_console.sh /usr/java/jdkl.7/jre

Ons ynanenna Kpuntollpo JavaCSP Heobxogumo BbINONHWTL KOMaHAY:
setup_console.sh <myts_x_JRE>

[ns 3anycka KOHTPOJIbHOW NaHeNn HeODXOANMO BbINONHUTL KOMaHAY:
ControlPane.sh <myTe_k_JRE>

Mpwn 3Tom BygeT ncnonb3oBatbest ncnonHsiemblii caiin <JRE>/bin/java.

Vcranoeka Kpuntollpo JavaCSP gonxHa ocyuiectaateca agmuHuctpaTopom. [lpasa, Heobxopumbie ans
yctanoeku JavaCSP, MoXHO nony4nTs ofHUM U3 CleayoLmx cnocobos:

e BoiiTn kak nonbsosaTtesb root;

e Buinonnue komangy "su";

e Boinonxue komangy "sudo -s" (eguHcTBeHHbIN WTaTHBIA cnocob ans Mac OS).

[pyroii BapuaHT yCTaHOBKM — C MOMOLWbIo rpacdmyeckoro setup_gui.sh B cuctemax Unix n Mac
OS ananornynbl Windows, 3a uckitodennem ogroro otauuus: JRE pns ycranosku/yganexms B rpacpuyeckom
YCTAHOBLLMKE HEOBXOAMMO yKa3aTb C nomowbto KHOMKNM «OTKpbITh. .. » (cM. puc. 4) unm BnucaB B cCheyunanbHoe
none.
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['pacbuyeckuii yCTaHOBLLMK 3aMyCKAETCs C MOMOLLLIO CKpUNTa setup_gui . sh nog ynpaeneHmem y4eTHoOR 3anucu
agMmuHucTpaTopa. PaboTa KOHCOMLHOrO yCTaHOBLIMKA onucaHa B pasg. 2.3.2.

2.5 JlokanbHas yctaHoBKa Bbi3oBOM Java

B cnyyae ucnonbsoaHus Java-mawiunH sepcumn 10 n Bbiwe:

Vcranoeka Kpuntollpo JavaCSP He Tpebyetcs.

Mpu yctanoeke Kpuntollpo JavaCSP Ha onepaumoHHble cuctembl € yCTaHOBNEHHOR Java-mawmHoii Bepcun 1.7
nam 1.8, otandnele ot Windows n Unix, HeobxoanmMo BOCNONb30BaTLCS YCTAHOBKONA Yepes BbI30B NporpaMmbl Java.

Nepes 3anyckom yCTaHOBKU HEOBXOAUMO yOeauTbCst B TOM, YTO:

e BCe (haiiNibl N5 YCTAaHOBKMN HaXOAATCS B OQHOM KaTasore;

e B nepemeHHoii okpyxerust PATH nepebim BcTpedaetcs katanor <JRE>/bin/ umenno Toii Java-mawmHsl, B
KOTOPYIO MAAHMPYETCS NPOBOAUTLCS YCTaHOBKA, MO0 NPU KaXKAOM BbIMOSHEHNN KOMaHJ, YKa3blBAETCs MOJHbIN NyThb
K ucnonusemomy daiiny Java;

® YCTaHOBKa MPOM3BOAUTCSA afMWHUCTPATOPOM.

[ns 3anycka nporpammbl yCTaHOBKM HeODXoauMo Bbi3BaTb Java ¢ umeHeM jar-cpaiina, Hampumep:
java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller

[Mporpamma yCcTaHOBKYW MOAAEPXKNBAET CAEAYIOLLNE KOMAHAbI:

-install

VcTaHOBKA NakeTa WMAN HECKONbKNX MaKeTOB.
-uninstall

VaaneHne ofHOro UAN HECKONbKNX MaKEeTOB.
-installed

MonyyeHne CNMcKa yCTaHOBEHHbIX NaKETOB.
-help

Mony4yeHune cnpagku.

Mpun BLINOSHEHUN KOMAHAbLI MOTYT ObITb yKa3aHbl AOMOJHUTENbHbLIE OMLUN:
-skipFiles

3anpetuTs konuposats uan yganate JAR-cbaiinbl.
-rmsetting

Vpanute Bce HacTpoiiku. [Npn 3agaHum sToli onuun OyayT ypaneHbl BCe MONbL30BATENbCKUE U
aAMVHUCTPATMBHbIE HACTPOiiKn. PekomeHayeTCsl NCNob30BaTh 3TY ONUUIO TOJILKO Mpu noaHoM yaaneHun Kpuntollpo
JavaCSP c komnbtoTepa. MNpu obHoeneHun sBepcrmn Kpuntollpo JavaCSP, sty onuunto ncnonb3oeath He pekoMeHyeTcs.

-verbose [<file>]
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[etann3nposaHHblii BbIBOZA NMPOTOKOIA Ha 3KpaH wuan B chaiin <file>.
-dest [<folder>]

VcTanoeuTb B KaTanor <folder>.
-force

OTKNOUNTD NPOBEPKY HAaNNYMS paHee YCTAHOBIEHHOTO/yAaNeHHOrO MakeTa.

[ns nonxoii yctaHoskm Kpuntollpo JavaCSP Heobxogumo 3anyctuTs:

java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller -install

Mpu yctanoeke naketa JavaCSP moryT ObITb yka3aHbl SONOAHUTENbHbBIE ONLMNM:
-serial XXXXX-XXXXX-XXXXXK-XXXXK-XXXXX

YcTanoBka cepuiiHoro Homepa XXXXX-XXXXX-XXXXX-XXXXX-XXXXX
-company "Your Company"

VcTaHOBKa KOMMaHUM BAafesbLa CEPUAHOrO HOMepa, UCMOJIb3YeTCsl TONBKO COBMECTHO C -serial.
Ecnn nmsa komnaHnm cogep>xuT npobesibl, TO OHO LOJIXKHO ObITh 3aKNHOYEHO B KaBbIYKM.

Ons ynanenus JavaCSP HeobxoauMo 3anycTuTb KjiacC BapuaHT YCTaHOBKW C onuwei -uninstall, nanpumep
cneayowuM obpasom:

java ru.CryptoPro.JCSP.JCSPInstaller -uninstall -skipfiles delfiles.lst

MNocne 3aBepeHus npouecca yganenus JavaCSP, Heobxoanmo yaanuTe Bce daiifibl MMEHA KOTOPbIX HAXOAATCS
B cnncke delfiles.lst. Takxke Heobxogumo yaanuTs bubnnoteky cspjni.

2.6 [Mposepka n BBOA NNLEH3NN

[nsi paboTbi ¢ NMLEH3MEN MOXKHO MCMONB30BaTh KOHTPOJILHYIO naHens (3aknagka Java CSP) unan komaHgHyto
ctpoky (knacc ru.CryptoPro.JCSP.JCSPLicense).

MuHumaneHbie Tpe6OBaHI/IF| K JINUEH3NWN Ons ,D,aHHOI7I CNCTEMbI YKa3aHbl Ha KOHTpOﬂbHOI7I MaHENN, TaKXE NX
MOXXHO Y3HATb M3 KOMaH,EI,HOI7I CTPOKW:

ru.CryptoPro.JCSP.JCSPLicense -required

Beog nmueH3nm ocyllecTBAsieTcs BbI30BOM Kiacca ru.CryptoPro. JCSP.JCSPLicense ¢ napameTpamu:
ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name" -store
Takke MOXXHO NPOBEPUTH 3aAaHHYIO JNLEH3NIO De3 ee YCTaHOBKM:

ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name"

Bbizoe knacca ru.CryptoPro.JCSP.JCSPLicense 6e3 napamMeTpoB NPOBEPUT YCTAHOBAEHHYIO JINLEH3NIO.
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[aTy nepBoii yCTaHOBKM MOXHO Y3HaTb C NMOMOLLbIO KOMaHZbI:
ru.CryptoPro.JCSP.JCSPLicense -first

[ns BbiBOAa cnpaBku:

ru.CryptoPro.JCSP.JCSPLicense 7

[nst BBOAA NNLEH3MM C MOMOLLLIO KOHTPOJILHOWM naHenn oTkpoiiTe 3aknagky Java CSP u HaxmuTe KHOMKy
Beop nuuensun. B oTkpbiBLIEMCst OKHE BBEAUTE WMsI MOJIb30BATENS!, Ha3BaHWe OPraHW3aLMK U CEPUiiHbI HOMep
npogykTa (cm. puc. 12).

JCP  Anroputmbl  ObopynoeaHue  [lIONOAHWTENBHO — OKpyKeHue XpaHunua Knoueil u cepTudukaTos
J6Qscar Cepeep ITLS Hactpoiikn TLS Java C5P Hactpoiikn Java CSP

KpunTtolpo Java CSP v.5.0
(c) Kpunto-Mpo, 2005-2018, Bce npaea 3allMLLIEHb]

Jnuenzna
Bepcua: 5.0
CepmifHbiid Homep: PF405-60030-00REK-39
Bnaneneu: He ycTaHoBnex
OpraHuzauua: He ycTaHoBneHa
Tun: CepBepHas, NOANKCE W WHbpoBaHHe
[onycTuMoe yucno sgep: HeorpaHuyexHoe
Bpems peiicTeua: o 24.09.2018
[aTa nepeoi YCTaHOBKM: 26.06.2018
JNnuenzua Kpuntollpo CSP: CepeepHas nuueHzus (Java CSP HeoOXoanMa cepeepHas NULIEH3NS)
|£| Beoa nmueHznm X
Mmsa: USER
OpraHuzaumsa: ACME
CepuiiHbiii Homep: |00000-00000-00000-00000-0
OK OTtmena
OK OTMeHa MpHUMeHnTb

Pucynok 12. Beog nunuensun

2.7 Tonutnkn besonacHocTun
MonnTukn H6esonacHoctu onuceiBatotes B paiine ${java.home}/1lib/security/java.policy

2.7.1 [pasa pgoctyna gna JCSP.jar

B CJlyda€ ncnoJib30BaHnA Java-mawinx BEPCUN 10 un BbIwWweE:

Kpuntollpo JavaCSP zanyckaetca n3 katasora nosib3oBaTessi.

Kpuntollpo JavaCSP yctanaenusaetcs B katanor ${java.home}\lib\ext. Obbi4HO 3TOT KaTanor mmeer
npaBa AoOCTyna, pa3pellatolime BceM jar-dpaiinam, cogepXxalmMcsl B 3TOM KaTasore, NoayunTb BCE NpaBa AoCTyna:

grant codeBase "file:${java.home}/lib/ext/*" {
permission java.security.AllPermission;

};
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Ecnn 3TOT KaTanor umeeT npasa JOCTYNa, OTIMYHbLIE OT NPUBEAEHHLIX Bbille, HEOOXOAMMO HaCTPOUThL MpaBa JOCTYnNa
ans JCSP jar. MpumepHblii Bug aTtoro haiina npueeneH Huxe.

grant codeBase "file:${java.home}/lib/ext/jcp.jar" {
permission java.lang.RuntimePermission "preferences", '"read';
permission java.util.PropertyPermission "os.name", "read";
java.util.PropertyPermission "<usedProperty>", "read";

};

<usedProperty> — Property, ucnosb3yembie npu HaCTPoiike Kaknx-anbo nyTeii.
2.7.2 T[lpaea pgoctyna gna agmuHuncrtpatopa JavaCSP

AAMVIHVICTpaTOpy besonacHocTu AOJIKHbI 6bITb NpenoCTaBsi€Hbl Cnefyowmne npaea AoCTyna:

grant {
permission java.lang.RuntimePermission "preferences", '"read";

}

Kpome Toro, agmuHuctpatop 6e30MacHOCTM [OJKEH UMETb MpaBa [OCTYNa, 3aBUCSLLME OT OMEPALMOHHON
CUCTEMBbI, ANs1 AOCTYynNa K HacTpoiikam Preferences. Hanpumep, ans Windows agmuHuctpatop 6esonacHocTu fosixKeH
MMEeTb NpaBa JOCTynNa Afst YTeHus/3anncy B kNtod peectpa HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Prefs\ru\
/Crypto/Pro\/J/C/S/P.

2.7.3 [lpaBa pgocTtyna Ans NpuUIOXKEHWUA

YcTaHOBAEHHbIE Ha BUPTYaJibHYO MalUnNHY Java NPUNNOXKEHNA HE OOJIKHbI MMETb AOCTYN K KJKOYaM. ﬂ'ﬂﬂ 3TOro
BCE NPUNOXKEHNA, YCTAHOBJIEHHbIE Ha BUPTYaJibHYO MaLlLUHY Java, AOJI>KHbI ObITh MK nosay4eHbl OT npom3Bo,u,|/|Tene|7|
AOBEPEHHBIM cnocobom unm nmeTb npaBa 0oCTyna, 3anpewarowme oCTyn K KJko4YaM.

O6biuHo kaTanor ${java.home}\1lib\ext pa3pelsaeT BCEM NPUIOXKEHNSM A BCEX MOJb30BATENSIM BCE NPaBa
poctyna. Heobxogumo wan orpaHmynTb 3TW npaBa AOCTyna, 3anpeTUB AOCTYN B KaTajloryu comepXaliue Kaio4un
(a TakXKe K CMapT-kapTe M AWCKETE) WM YCTaHABANBATb B 3TOT KAaTasor TONbKO MPUJIOKEHNSI TPON3BOLMUTENEN,
NoAyYeHHbIe [JOBEPEHHBIM CNOCOBOM.

2.7.4 TllpaBa pocTtyna nonb3oBaTens

Monb3oeaTens JavaCSP pomxken obnagaTe cnegyrowumu npasamm gocTyna:

e [lpaBa gocTyna, 3aBUCSILLME OT ONEPALMOHHON CUCTEMbI, 4151 OCTYNa K HacTpoiikam Preferences. Hanpuwmep,
anst Windows nonb3oBaTesib JOJKEH MMETL MpaBa JOCTyna AAs YTeHUst u3 Katoda peectpa HKEY_LOCAL_MACHINE\
SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P, B cny4ae ncnonp3osanus Java-mawuvH sepcun 10 n Bbiwe
— HKEY_CURRENT_USER\SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P;

e [lpaBa gocTyna, 3aBUCsLLME OT OMEPALIMOHHONA CUCTEMBI, HA YTeHMe/3anncb,/co3haHne KaTaaoroB Ha ANCKETY
(Npu cnonb3oBaHWKM HOCUTENS QUCKETA).

/var/cprocsp/tmp), MOryT BbITb CO3LaHbl TONLKO M3-MOJ yHeTHol 3anucu root. [Ins nx aBTOMaTm4yeckoro
CO3[aHUsSI C MpPaBUJIbHBIMU MpaBaMy JOCTYNa AOCTATOYHO CO3[ATb KOHTEHep M3-mof root wuaw, B ciy4ae
ncnonb3osanus Java-mawmH Bepcun 10 n Bbiwwe, BINOAHUTL 3anyck configure.sh us nanku guctpubyTtuea.

@ Mpumeyanue. ns UNIX-nnatpopm nanku keys n tmp, 3agaHHblie no ymonyauto (/var/cprocsp/keys u
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3 QO6HosneHne NO CK3U1

Ons obHoenenuns Kpuntollpo JavaCSP Heobxogumo:

1) 3anomMHuTb Tekylyto koHdurypaumto JavaCSP (ycTaHOBieHHble CYMTbIBaTENUM, HOCWUTENW, NapameTpsbl
aJIrOPMTMOB MO YMOJTHAHMIO 1 T.M.);

2) ypanute CK3W Kpuntollpo JavaCSP  BcTpoeHHbiMn  cpeacTBamn  (cMm.  VcTaHoBKa 1©  yjaneHue
anctpubytusos MO CK3N);

3) yctaHoBMTL aHanornyHbli HoBbii gucTpubytus Kpuntollpo JavaCSP (cm. VYcravoeka u  ypanenue
anctpubytusos MO CK3);

4) npn HeobXoAMMOCTU BHECTU U3MEHEHNSI B HACTPOIAKM.

Kntoun n cepTndunkaThl COXPaHSIIOTCA aBTOMATUYECKU.
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4 CocTtaB u Ha3HaydeHune komnoHeHT MO CK3U

OcHogHoll apxuTekTypHoii ocoberHocTbio 1O CK3W Kpuntollpo JavaCSP saensietca To, 4To mogcucrema
nporpamMmHoli cpefpbl pyHkunoHmposanus kpuntocpeactea (CP) He uMeeT HenocpeACTBEHHOrO AOCTyna K
KNtOYEBOIA 1 KpunTorpaduyeckn 3Ha4nmMoii nidpopmauun. Bee onepaumnm ¢ 3akpbITbIMU KAKOYaMU, He3aBEPLLEHHLIMU
3HaYeHUAMN  XoLW-DYHKUMIA M T.N. OCYLIECTBAAIOTCA B HEAOCTYMHbIX MNOAb30BaTeNtlo obbekTax; onepauumn
skcnopTa otcytcreytoT. CK3U Kpuntollpo JavaCSP He peanusyet poccuiickme kpuntorpaduyeckue anropurmel
camocTosATensHo. Bce kpunTtorpadmyeckne onepauun oCyLIECTBASAIOTCA MYTEM WUCMONb30BAHNS COOTBETCTBYHOLLINX
BbI30BOB KpunTtonpoBsaiigepa Kpuntollpo CSP.

4.1 Crpyktypa CK3U

Obuwas ctpyktypa CK3W Kpuntollpo JavaCSP npeactasnena Ha puc. 13.

Java Virtual Machine
Java API
JCA | | /0
| MpunoxeHune |
Mogaynu kpuntonposangepa JCSP
\ > KntoueBble Hocutenu
Mopaynu kpuntonposangepa JCP
KoHTponb LenocTHocTm
Cuncrema UK
MK3n MK3un
CK3WU Kpuntollpo JavaCSP
ar
HatusHas 6ubnuoTeka cpjni : : WHTtepdeiic CAPI (— CK3U Kpuntollpo CSP

Pucynok 13. Crpyktypa CK3W Kpuntollpo JavaCSP
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4.2 Cocras 10 CK3U1

B coctas Kpuntollpo JavaCSP sxogaT:

e Kpuntonposaiigep Kpuntollpo CSP ans ncnonnenunii no yposrto KC1;

e Bubnnoteka cspjni, peanusytowasn JNI nnrepdeiic ans ssanmogeiictems ¢ kpuntonposaiigepom Kpuntollpo
CSP 5.0 KC1.

B coctae nogcuctembl nporpammHoii CP BxogaT cnegytowime KOMMNOHEHTLI:
e [loacucrtema HacTpoiikn npoBaiigepa;
e Java-maliuHa.
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5 BcTtpauBaHne CK3W B npuknagHoe O

Bcrpansanne CK3W moryT nponssogmTb OpraHmsauuun, UMEIOLLME JIULEHSUIO HA NPaBO MPOBEAEHUS TaKux
paboT, a paboTbl NO BCTpaMBaHWO AO/MKHBLI NPoBOANTLCA B cooTeeTcTBuM C [Nonoxennem MK3-2005.

[ns obecneveHns 3aWnTbl 3NEKTPOHHBLIX AOKYMEHTOB 1 CO3A4aHUS 3aLLULLEHHOR aBTOMaTN3UPOBAHHO CUCTEMBI
B MEpBYIO OYepefb MCMOJIb3YOT KpUNTOrpacpuyeckme MeTofbl 3alyMThbl, KOTOPble MO3BOMISIOT ObecneqnTb 3awuTty
LeSIOCTHOCTM, aBTOPCTBA 1 KOHUAEHUMANLHOCTY SNEKTPOHHOR MHOPMaLMK U PEaN30BaTh UX B BULE NPOrpaMMHbIX
NAN annapaTHbIX CPeACTB, BCTPAaMBAEMbIX B aBTOMaTU3MPOBAHHYIO CUCTEMY.

WNcnonb3osaHue KpmnTorpadomquKle cpeacTte Tpe6yeT, KaK NpaBuao, NPUMEHEHUA TaKXe OpPraHn3auMOHHO-
TEXHUHECKNX MEP 3alUUnThbI.

Mpn co3paHuyM 3alMLIEHHON aBTOMATU3MPOBAHHON CUCTEMbI HEOBXOAMMO ONpefenuTb MOLEeb Yrpo3 W
nofnTuky ee bGesonacHocTu. B 3aBucumoctm ot nonuTtuku bBesonacHocTu onpepensietca HeobxoauMblii Habop
kpuntorpaduyeckux yHKLMA 1 OPraHN3aLMOHHO-TEXHUYECKUX MeP, Peasn3yeMblX B CO34aBaeMoli CUCTeMe.

Kpuntollpo JavaCSP B nepByto ovepenb npefHa3Ha4deHO A/t BCTPaMBaHWsi B MPUKJIALHOE MPOrpaMMHOE
obecneuenune. Oynkuuun Kpuntollpo JavaCSP moryT 6biTb ncnons3sosaHsbi:

e uepe3 uHTepdpeiic dpynkumnii JCA, 4TO NO3BONISIET MPUMEHSITL BECb MHCTpyMeHTapuii Java. Ons atux
ueneli paspaboTyMku MOryT BOCMOJBL30BATLCS MPOrpamMMHON AOKYMeHTaumeli, cogepxalieiics B Java 2 SDK, a
Takxe noctasasiembiMm TectoBbiM [10. MogpobHas undopmauus cogepxutcs B gokymente XXTAN.00101-01 96 02.
Kpuntollpo CSP. Pykosoacteo nporpammucTa JavaCSP.

e B cTaHgapTHom npuknagHom 0O Java.

Mpun sctpaneanun Kpuntollpo JavaCSP B npuknagHoe nporpammHoe obecnedeHne nam Mcnonb3oBaHum ero B
cocTase cTaHgapTHoro npuknagHoro MO goaxHbI BLINOAHATLCS cieaytowne Tpebosanus:

1) Mpu ncnonb3osanum kntodein nposepku Il fgomkHa bbITe obecneveHa LENOCTHOCTb U UAEHTUYHOCTL KtOYa
nposepku 1. DTo MOXeT BbITb peannzoBaHo:

e nyTem 3aBepeHus kntoda nposepku Il foBepeHHOR CTOpoHON (Hanpumep, B Clydae NCMOJIb30BaHUS

CepTNrKaTOB KIIKOYE MPOBEPKM MOAMACHK);

® NyTeM JOBEPEHHOrO PacrnpoCTPaHeHUs U XpaHeHUus kitodeli nposepkn Il B BUAE CNPaBOYHUKOB.

2) Mpu wucnonb3oBaHMM CepTUGPUKATOB KIIOYEH MPOBEPKM MOAMNCH, 3aBEPEHHBIX MOAMUCHIO [AOBEPEHHOIN
CTOPOHBI, AOKHa BbITh 0becneyeHa be3onacHas gocTaBka u xpaHeHue ceptTudumkaTa katoda Il goBepeHHON CTOPOHBI,
C NCMOJIb30BaHMEM KOTOPOro MPOBEPSIIOTCS OCTasibHble CepTUNKATLI KIIKOYEH NMPOBEPKM MOJb30BATENEN.

3) Kpuntorpaduyeckoe cpefcTBO, C MOMOLLBIO KOTOPOro MPOU3BOANTCS 3aBepeHmne Kitodeit nposepku M1 uan
CMPaBOYHNKOB Kitouel npoeepku I, BOMHKHO ObITh CEPTURMUMPOBAHO MO KNAcCy, COOTBETCTBYIOLLEMY MPUHATON
nonuTuke besonacHocTM.

4) [Ons ot3biBa (BbiBOAA M3 [eliCTBUS) KAKOHel MPOBEPKM MOLMMCA LOSDKHbI MNCMOJIb30BATLCSA CPEACTBa,
MO3BOJISIOLLME MPOU3BECTM aBTOPU3ALMIO OT3bIBAOWErO Anua (B 3TUX LEAsX MOXET ObiTb WCMONb30BAH CMUCOK
OTO3BaHHbIX CepTUdMKaTOB, 3aBepeHHbIli D1 fOBEpPEHHOI CTOPOHBI).

5) Mpu BobizoBe dyHkunii Kpuntollpo JavaCSP B npuknagHom nporpammuom obecriedeHumn Heobxogumo,
NpY BO3HWKHOBEHWUM KPUTUHECKNX UCKIIOHEHUN BNOKMpoBaTb KpUnTOrpachnyeckne Bbi30Bbl, a NMPU BO3HUKHOBEHMUM
APYrNX UCKJIIOHEHWIA, KOPPEKTHO ux obpabateiBate (cm. XKTANM.00101-01 96 02. Kpuntollpo CSP. Pykosogcteo
nporpammucTa JavaCSP).

BoamoxHa cutyauus, koraa ycraHosnenHast JRE umeert akcnoptHeie orpannyenns. CLLA 3anpewarot akcnopT
«cunbHoliy kpuntorpacpumn u JavaCSP ¢ gnuHoii kntoua 256 6ut nonagaet nog 3to orpaHuderme. OrpaHudeHus
ycTaHaBnmBatotcs dpaiinamm local_policy. jar u US_export_policy. jar B katanore <JRE>/jre/lib/security.

[ns CHATUS 3KCMOPTHbIX OrpaHuYeHmnii Heobxogumo ckayaTb aiin jce_policy.zip ¢ moauTMkamm co
cTpaHuubl http://www.oracle.com/technetwork/java/javase/downloads/index.html

Crpanuua 25 us 33


http://www.oracle.com/technetwork/java/javase/downloads/index.html

MKTAN.00101-01 91 12. KpunTollpo CSP. PykoeoacTeo agmunuctpaTtopa besonactoctu. Vcnonssosanue JavaCSP
u JavaTLS

Cnepyet Boibpatb "Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files" sepcun
7 v 8. [Ins otnagkm MOXHO mpocTo ckonupoBaTh US_export_policy.jar B local_policy.jar (oba daiina
LOJKHBI NPUCYTCTBOBATH).
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6 TpeboBaHus no 3awmte ot HC/],

[onkHbl  BbINOAHATLCA TpPebOBaHWA MO OPraHW3aLNOHHO-TEXHUYECKUM W AAMUHUCTPATUBHBIM MepaMm
obecneuenunsi besonacHoctn skcryatauun CK3W B obbeme pasgena 5 pgokymenta MTHAK.00101-01 91 01.
PykoBogcTeo agMuHucTpaTopa besonacHoctu. Obuwias YacTb.

6.1 [MpuHyunnel 3awnTbl MHpopmaynnm ot HC

3awmTa nHcdopmaumn ot HCJl B aBTOMaTU3MPOBaHHOW cucTeMe obecne4mBaeTcst KOMMIEKCOM MPOrpamMmMHO-
TEXHUYECKNX CPEACTB U MOAAEPXKMBAOLLNX UX OPraHM3aLMOHHbIX Mep, B TOM YNCIE:
® MPUMEHEHMNE CneUnanbHbIX NPOrpaMMHO-annapaTHbIX CPEeACTB 3aLlNThbI,;
opraHm3aumsi CMCTEMbl KOHTPOst He30nacHoCTM nHopMaumu;
unzunyeckas oxpava [NIBM u ee cpeacTs;
aAMVUHNCTPUPOBaHME MHPOPMaLMOHHOI besonacHocTy;
yyeT HocuTenen nHdopmauum;
CUTHANN3aUna O NOMbITKAaX HaPYLWeEHNA 3aWNThbl;
nepmnogn4eckoe TeCTUpoBaHne TEXHNHECKNX N NPOrpaMMHbIX CPEACTB 3alNThbI;
NCnoJib30BaHNe CepTI/ICbI/ILI,VIpOBaHHbIX NPOrpaMMHbIX N TEXHNYECKUNX N CPEOCTB.

3awmTa uHdopmaunn ot HCI ponxHa obecneuymBaTbCsi Ha BCEX TEXHOAOrMYECKMX 3Tanax obpaboTku
NHbOPMaLUN 1 BO BCEX PEXUMaX PYHKLMOHMPOBAHMUS, B TOM YMCAE, NPN NPOBEAEHNN PEMOHTHBLIX U PErflaMeHTHbIX
pabor.

3awwmrta undpopmauuu ot HCJ gosxkHa npegycmaTprBaTh KOHTPOIb 3¢pdpekTuBHOCTM cpencTs 3awuTel oT HCA.
DTOT KOHTPOJIb MOXET BbITh NMBO Neproguyeckum, Anbo NHNLUUPOBATLCS MO MepPe HeobXoAMMOCTU MOoJIb30BaTENEM
WK KOHTPOJIUPYIOLMMU OpraHamu.

B opranusauuu, skcnnyatupytoweii MO Kpuntollpo JavaCSP, nonxHa bbITh BbinyLeHa MHCTPYKLMs MO 3aLmTe
ot HCJ k cucteme, paspaboTtaHHast Ha base HacTosiwero AokymeHTa, pykosogsiwumx gokymeHtos @CTIK Poccun,
LeiCTBYIOLMX HOPMAaTUBHbLIX JOKYMEHTOB CaMOVi SKCMyaTUpYoLLeli opraHn3auun.

B opraHmsaumu-nonb3osaTene CUMCTEMbl [OJKHO OblTb BbILENEHO CreLManbHOE [AO/DKHOCTHOE NULO -
agMuHucTpaTop b6esonacHocTu, hyHKLUN KOTOPOro JOJKHBI 3aK/0HATLCS B BbINOAHEHUN npouenyp yctaHosku 110,
HaCTPOWKN CUCTEMHOIO OKPYXXEHUs!, YCTaHOBKW, HACTPOliKM, obBCiyXuBaHus u obecnedeHnsi pyHKUUOHMPOBAHMS
CpPeAcTB 3alUnThI.

AamunHncTpaTop 6€30MacHOCTU AO/KEH UMETb BO3MOXXHOCTbL AOCTYNa KO BCeli nHdopmaumnm, obpabaTtbisaemoii
Ha pabouyeM MmecTe.

Kaxaplli ucnonHuTens paboT Kak Nosib30BaTelb CETW  KOHPUAEHUMANLHON CBSA3W  OOJIXKEH ObiTb
3aperncTpupoBaH y agMuHUCTpaTopa Cnyxbel besonacHocTu.

Mpn ocywecTeneHnn AocTyna B rnobafbHble CETU Mepefadnm AaHHbIX HEMOCPeACTBEHHO C paboymx MecT,
ocHawerHbix Kpuntollpo JavaCSP, pgomxHbl ObiTb NpUHATBEL MEpbI, UCKAOYAKOLME BO3MOXHOCTL BO3AeENCTBUS
HapywunTens Ha CK3W no kaHanam CBs3u, BbIXOAALUMM 3a Mpeaesibl KOHTPOJUPYEMOI 30HbI.

6.2 OpraHmnsaymoHHo-TexHun4eckue mepbl 3awntbl ot HC/

Mpu ucnonbzosaHun Kpuntollpo JavaCSP Takxe cnegyeT npuHsATh Cnegytolme opraHn3aunoHHbIe MepbI:

1) Mpw ncnonbsosannu Kpuntollpo JavaCSP Heobxognmo Hasmume mMexaHW3Ma JIOKabHONW ayTeHTUdmKauum
nonb3osateneii OC.

2) Heobxognmo paspaboTaTb M NPUMEHWTb MOJIMTUKY HAa3HAYEHWs W CMEHbl MapoJiell B COOTBETCTBMM CO
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CnefyoWUMI NpaBuaamMu:

e [lnuHa napons foJiXKHa BbITe He MeHee 8 CUMBOJIOB;

o KonuuectBo nogpsis cnegytolimx MOMbITOK ayTeHTudpmKauuy OFHOro CybbekTa [OCTyna AOSKHO
6bITe He bonee 3. [Mpu npeeblweHNM YUcna NOAPSA WAYLIMX MOMBITOK ayTEHTUUKALUN OAHOrO CybbekTa
LOCTYyNna YCTaHOBJIEHHOrO MPEAENbHOrO 3HadeHust goctyn 3T1oro cybbekta k CK3W 6nokmpyerca Ha 1
vac (c obecrieyeHneM BO3MOXKHOCTM PasbOKNPOBKM YYETHOW 3anucu npu obpaLueHnM Mosnb3oBaTens K
aAMuHUCTpaTOpy besonacHocTw);

e Heponyctnmo npu Bbibope KaXk[oro cvMBOJIa Mapossi OrpaHNYMBaThCs MeHee, Yem 10 BapuaHTamu;

e [lepnoAnyHOCTE CMeHbI NapoNsi HE JOJKHA MpeBbiWaTh 6 MecsLes.

3) Mposaiigep JavaCSP pgosken Mcnonb3oBaTbCst B CPEAE, 3aLLMLLEHHOI OT AEACTBUI BHELUHErO HAPYLLUMTENS,
1 B KOPNOPATUBHbIX CETAX, 3aLMLLEHHBIX OT BHYTPEHHErO HapYLUNTENS.

4) Heobxoanmo orpaHnynTb BOSMOXHOCTbL BbiBOAA MHgopMauum ¢ ncnosssyemoii [1IBM uepes noptel COM,
LPT, USB, IEEE 1394, a Takxe cpeacteamu Bluetooth, Wi-Fi n ananorudneix. icnonb3osanmne B kayecTse NacCMBHOrO
XpaHuania kntodesoii nHdopmauum Bluetooth-vHocnTtens BozmoxHo Tonbko npu Hanu4uum 3akntoderus PCHE Poccun
Ha JaHHOE YCTPOIiCTBO.

5) Mpaeo poctyna k pabouyum mectam c ycraHosneHHbim 1O Kpuntollpo JavaCSP npegocrasnsiercs
TO/IbKO JINLAM, O3HAKOMJIEHHBIM C MPAaBWAAMUN MOJb30BAHUS U NU3YYUBLUUM SKCMJIYaTaLNOHHYIO AOKYMEHTALMIO Ha
nporpammHoe obecrnederue, umerolee B ceoem coctase Kpuntollpo JavaCSP.

6) 3anpeTuTb OCYLECTBIEHNE HECAHKLMOHMPOBAHHOIO afMUHMCTPATOPOM HE30MacHOCTM  KOMMPOBaHME
KIOYEBBIX HOCUTENEN.

7) 3anpeTuTb pasrnalleHne COAEPKMMOrO KOHYEBbIX HOCUTENER 1 Nepefady Camnux HOCUTENER JMLaMm, K HIM
He AOMYLUEHHbIM, @ TakXXe BbIBOAUTL KIOHEBYIO MHOPMALMIO HA ANCMIEA N NMPUHTEP.

8) 3anpetuTb MCMONbL30BaHME KIIIOYEBLIX HOCUTENE B PEXNWMax, He MPeAyCMOTPEHHbIX MpaBuiIaMu
nonb3osaHus Kpuntollpo JavaCSP, nubo ncnonb3oeaTh KAO4YEBblE HOCUTENMN HA NOCTOPOHHUX [TDBM.

9) 3anpeTuTb 3aNnCb Ha KIKOYEBbIE HOCUTENN NOCTOPOHHEN MHOPMaLUN.

10) TpeboBaHusi MO XPaHEHMIO NIMYHBIX KIIOHEBbIX HOCUTENEl pacnpocTpaHsitotcs Ha MIBM (B Tom uncne u
nocne yaaneHnsi KAoYel ¢ Jucka).

11) Ha vexHnyeckux cpepcrsax, ocHaweHHbix Kpuntollpo JavaCSP, momkHO ncnonb3oBaThCsi TONBKO
JIMLEH3NOHHOE NporpammHoe obecnedeHne upm-nponssoguTeneii.

12) Ha MN3BM, ocHawentbix Kpuntollpo JavaCSP, He fonyckaeTcsi ycTaHOBKa CPeACTB pa3paboTku 1 oTaagKu
MO. Ecnn cpeactBa O0Tnagku NpUNOXKeHNA HEOBXOANMbBI /it TEXHONOTNYECKUX NOTPEOHOCTEN NoAb30BaTENs, TO UX
MCMOJIb30BaHNE JO/KHO ObITh CAaHKLMOHUPOBAHO aAMUHUCTPATOPOM Be30nacHOCTH.

B ntobom cnyyae 3anpeliaercs ncnonb3oBaTh 3T CPEACTBA ANst NPOCMOTPA U PefaKTUPOBaHNS KOAA N NaMsTy
npunoxenuii, ucnonbsytowmx Kpuntollpo JavaCSP. Heobxognmo ucknounTs nonafjaHue B CUCTEMY MPOrpamM,
nosBosistoWMX, nonb3ysce ownbkamu OC, nosyyaTs npuBMIerun agMUHUCTPaTopa.

13) [osxHbl bbITb NPUHATBI MEPbI MO WUCKIOHEHWUIO HECAHKLMOHWPOBAHHOMO AOCTYNa MOCTOPOHHWX /UL, B
MOMELLEHNS, B KOTOPbIX YCTaHOBJ/EHbI TexHu4Yeckne cpeactea Kpuntollpo JavaCSP, no pogy cBoeii fesitensHOCTM He
ABSIOLLMXCS NEPCOHANIOM, JOMYLLEHHLIM K paboTe B yKa3aHHbIX MOMELLEHUSIX.

14) domxHo ObITb 3amnpeleHo OCTaBAsiTb 0e3 KOHTPOSl BbINUCAUTESNbHbIE CPEACTBa, Ha  KOTOPbIX
skcnnyatupyercs Kpuntollpo JavaCSP, nocne BBoga kntoueBoii nHdopmauumm. MNpn yxoge nonssosatens ¢ paboyero
MecTa [LOJIKHO MCMOJb30BaTLCs aBTOMATMYECKOE BKJIOHEHNE NAPOJILHON 3aCTaBKuU.

15) AgmuHuctpatopom BesonacHocT [OMKHO bObiTb MpoBefeHO onedvaTbiBaHMe cucTemMHoro bnoka ¢
yctanoBnenHbim Kpuntollpo JavaCSP, nckntovatouiee BO3MOXKHOCTb HECAHKLMOHNMPOBAHHOIO N3MEHEHWS anmnapaTHO
yacTn paboueli ctaHuun.

16) W3 coctaBa cuctembl BOMKHO BbITb MCKIKOYEHO BCe ODOpyAOBaHME, KOTOPOE MOXET CO34aBaTb yrposy
besonacHoctu OC. Takxke wn3beraloT UCNONb30BaHWS NHODObLIX HECTaHAAPTHLIX annapaTHbIX CPEACTB, UMEOLLNX
BO3MOXXHOCTb BJINSTH Ha HOPMasbHbIA Xof paboTtsl komnbstotepa uin OC.

17) Mpwn ucnonb3sosanuu Kpuntollpo JavaCSP Ha M3BM, nogkntoyeHHbIx K 0DLEAOCTYMHbIM CETSIM CBSA3M,
LOJIKHBI ObITh NPEANPUHATLI JOMOSHUTENbHbIE MEPbI, UCKHOYAIOLLME BO3MOXHOCTb HECAHKLMOHNPOBAHHOTO AOCTYNA
K CUCTEMHBLIM PEecypcam WCMOJb3YEMbIX OMEPALMOHHBIX CUCTEM, K MPOrpaMMHOMY ODECMeYeHuto, B OKPYXKeHUW
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koToporo cpyHkumoHupytot CK3W, n k komnonentam CK3W co cTopoHbl ykazaHHbLIX CeTeiA.

18) B BIOS MM3BM onpegensitotcsi ycTaHOBKM, WCKAIOYAIOLME BO3MOXHOCTb 3arpy3ku OMepaLMoOHHOI
CUCTEMBbI, OT/INHHOI OT YCTAaHOBMIEHHOM HA XKECTKOM LUCKE: OTKJIOHAETCSl BO3MOXHOCTbL 3arpy3ku ¢ rubkoro amcka,
npusoga CD-ROM un npoune HectangapTHbie Bugbl 3arpy3kum OC, Bkatodasi ceTteByto 3arpysky. He npumensitorcs
M3BM c BIOS, uckntovamowmum BO3IMOXHOCTL OTKItoYeHUs ceTeBoii 3arpysku OC.

19) Cpegcreamn BIOS pomkHa ObiTb MCKtOYeHa BO3MOXHOCTb OTKO4eHUsi nonb3osatensmu ISA n PCl
yctpoiicte npu ncnons3osanun MNMAK sawmtel ot HC[, ycranaenusaembix B8 ISA n PCl pasbem.

20) Bxog B BIOS M3BM pgosxeH ObiTb 3awmiueH naposieM, K KOTOPOMY NMPeAbSBASIOTCS Te xe TpebosaHusi,
4TO M K maponto agmuHucTpaTopa. Maponb ans exoga B BIOS ponxeH 6biTb M3BECTEH TONBKO afMUHUCTPATOPY W
BbITb OTANYHBIM OT Naponst agmuHmcTpaTopa anas exoga 8 OC.

21) Cpepcteamu BIOS pomkHa 6bITb nckitoveHa BO3MOXHOCTb paboTbl Ha [MIBM, ecnu Bo Bpems ero
HaYasIbHOM 3arpy3Ku He NPOXOASAT BCTPOEHHbLIE TECTHI.

22) Mpu 3arpyske OC poskeH bBbITb peasn3oBaH KOHTPOJb LENOCTHOCTM MPOrPaMMHOro obecnedeHus,
Bxogswero B coctaB Kpuntollpo JavaCSP, camoii OC u Bcex ncnonHsiembix haiifios, OyHKLMOHNPYOLLNX COBMECTHO
c CK3I.

23) [dosmkHO BbITb peann3oBaHo DM3NYECKOE 3aTUPAHME COAEPXKMMOro yaasnsieMbix baiisioB, B TOM 4Yucne
SWAP daiina.

24) [osnxHo bbITb 0becneyeHo TeCcTMpoBaHMe annapaTypbl B 0bbeMe CaMOTECTUPOBAHNS NPU Nepe3arpyske He
pexe yem 1 pas B 15 cyTok.

25) Mepectansate peanusaunto knacca Preferences ¢ nomouwbto property java.util.prefs.PreferencesFactory
3anpeLlaercsi.

26) Heobxognmo obecrieunTb agMWHUCTPATMBHBIMU  Mepamy  KOHTPOJb AOCTYyNa K CACTEMHBIM 1
NONb30BaTENLCKMM HACTpPOiiKaM Java-mMalluuHsbi.

6.3 [HononHntenbHble HacTporkn OC

Ons obecneyeHuss TpeboBaHWIA K YCTAHOBJEHWIO Maposi AO/DKHbI BbIMOJAHATLCA ChAeAyloUme HACTPOKM
OMnepaLMOHHbIX CUCTEM:

Linux:

B cpaiine /etc/login.defs HeODXOAUMO YCTAHOBUTL CEAYIOLLME SHAYEHUS:
LOGIN RETRIES =3

PASS MAX_DAYS = 180

PASS MIN LEN =38

B daiine /etc/pam.d/common-password Heobxogumo pobasnTs:

password [success=1 default=ignore] pam_unix.so obscure sha512 minlen=8

AlX:

B chaiine /etc/security/user B cekunm default HeobxoaNMO yCTaHOBUTL Criegytowyne 3HaYeHNs:
minlen = 8

maxrepeats = 3

maxage=24
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Solaris:

B cpaiine /etc/default/passwd HEOOXOANMO YCTaHOBUTL CEAYIOLNE 3HAYEHNS:
PASSLENGTH=8

MAXREPEATS=3

MAXWEEKS=24

Windows:

B rpynnoebix nonntukax nepeiitn B Local Computer Policy—Computer Configuration—Windows
Settings— SecuritySettings— Account Policies. B Account Policies yctaHoBUTE cnegytowime napameTpbi:

Minimum password length = 8
Maximum password age = 24

Mepeiitn B8 Local Computer Policy—Computer Configuration—Windows Settings— SecuritySettings— Account
Lockout Policies n ycraHoBuTb napametp:

Account Lockout threshold = 3

Mpn wucnonbsosaHum JavaCSP Ha nnatdopme Windows Java-mawimna cuctemHble n nosib30oBaTenbCKUe
HacCTpoWKNM XpaHUT B peecTpe B pasgenax HKEY_CURRENT_USER\Software\JavaSoft\Prefs wn HKEY_LOCAL_
MACHINE\SOFTWARE\JavaSoft\Prefs cOOTBETCTBEHHO.

Ha nnatdopmax Solaris n Linux Java-malimHa cucteMHble n nofib30BaTENbCKUE HACTPORKM XpaHuUT B ¢haiinoBoii
cucteme. CucTeMHble HACTPOMKN HaxoAATCcs B KaTanore .systemPrefs, MNONOXeHWE KOTOPOro OnpepessieTcs
nepemenHol java.util.prefs.systemRoot (no ymonuavuto /etc/.java). Ecnu on HegocTyneH, To . systemPrefs
HaXxoAuMTCA B KaTanore onpefesieHHOM nepemeHHoli java.home.

Nonb3oBaTeNbCKMe HACTPOIKN HAXOAATCA B KaTasore . java/.userPrefs, NoNoXXeHNe KOTOPOro ONpeaensaeTcs
nepemMeHHoin java.util.prefs.userRoot. Ecnu nepemenHas He 3agaHa, To KaTanor . java/.userPrefs HaxoauTtcs
B KaTasiore onpefe/ieHHOM nepemMeHHoli user . home.
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[NMpnnoxxeHue A
VYnpaBsieHne npoToKoJMpoBaHnem

’ypranuposanue pabotel Kpuntollpo JavaCSP ocyuiecTeasieTcst cTaHfapTHbIMU CpeAcTBaMu Java-MaLlmHb.
®dopmaTt NpoTOKONa, noss BbIBOAA, YPOBHMU NPOTOKOINMPOBAHNS HacTpauneatoTCcs B chaiine
<jre>/lib/logging.properties. imsi knacca npotokona ansi JavaCSP: ru.CryptoPro.JCP.tools.JCPLogger.

Vpoehun npotokonuposanusa JavaCSP coenagatoT ¢ ypoBHsAMUN NpoTOKOMpPOBaHus Java, HuXKe OHW NpUBEAEHbI
B NOPsiike MO BO3pacTaHuio MHGOPMATUBHOCTY COODLLEHWI, YPOBEHDb BbILLE BKJIKOYAET BCE COODLLEHUNS MPUBEAEHHbIE
no Tekcty Huxke. YpoeeHb ALL Bkntoyaet Bce coobuienus, yposeHb OFF BoikntouyaeT Bce coobuyeHns.

Mpy HacTpolikax Java-MawumHbl no ymondanuto BkatodeH ypoeerb INFO.

VYposHu npotokonuposarusi JavaCSP:

e OFF — B npoTokon He BbIBOAATCA HUKaKWe COOBLLEHNS.

e SEVERE — Kputuueckue ownbkn 8 JavaCSP, dyHkumnonuposarue JavaCSP nocne nosisneHns stux owmnbok
HEBO3MOXHO. K HUM OTHOCATCS OWMBKM 3arpy3Ku, OUOKN KOHTPOS LENOCTHOCTY U Ap.

e WARNING — Owwnbkn JavaCSP. Owunbku He npneogswme k otkasy dpyHkuuonnposarust JavaCSP. K Hum
OTHOCATCA, HanpumMep ownbku HacTpoiiku JavaCSP, HenpaBuabHblii BbI30B dyHkuunii JavaCSP.
INFO — WHdpopmaumoHHble coobuieHus o 3arpyske JavaCSP.
CONFIG — WNHbopmaunoHHble coobuieHunsi npy nosilydeHun TeKYLUX HacTpoek nucnonbsyembix JavaCSP.
FINE — VndopmaimonHtblie cooblieHns o 3aseplieHumn dyHKLuuu nposalifepa ¢ owmnbkoli.
FINER — WHdopmaumoHHble coobuyeHns CBsisaHHble C BXOLOM/BbIXOAOM B/13 (byHKLMM npoBaiiaepa.
FINEST — VposeHb, He ncnonb3syercst
ALL — Cam ypoBeHb He MCMONb3YeTCs, NPUBOAUT K Bblgade BCex coobuyeHunii BoigaBaembix JavaCSP.

Mpy BKAKOYEHNM YPOBHS, OTAMYHOrO OT 3agaHHoro no ymondavuio (INFQO), cnepgyet nomMHMTL, 4TO ypOBHM
Boiwle CONFIG MoryT 3HaunTenbHo 3amMefnuTb CKOpPOCTb npoBaiigepa, a ypoHu Huxke INFO npusectn «
HecBoeBpeMeHHOMY obHapyxeHuto npuyuH oTkasa JavaCSP. [llpu obbiunoli pabote JavaCSP  pekomenpyetcs
OCTaB/ISiTb HACTPOIKY YPOBHSI BbIBOAMMbIX coobiueHuii no ymondavuto (INFO).

Mpumep HacTpoiiku daiina logging.properties ¢ yposHem FINE:

Default global logging level.

This specifies which kinds of events are logged across
all loggers. For any given facility this global level
can be overriden by a facility specific level

Note that the ConsoleHandler also has a separate level
setting to limit messages printed to the console.
.level= INFO

H OH HF H H HF

B S i
# Handler specific properties.

# Describes specific configuration info for Handlers.
IS

# default file output is in user's home directory.
java.util.logging.FileHandler.pattern = %h/javaju.log
java.util.logging.FileHandler.limit = 50000
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java.util.logging.FileHandler.count = 1
java.util.logging.FileHandler.formatter = java.util.logging.XMLFormatter

# Limit the message that are printed on the console to INFO and above.

#java.util.logging.ConsoleHandler.level = INFO
java.util.logging.ConsoleHandler.level = FINE
java.util.logging.ConsoleHandler.formatter = java.util.logging.SimpleFormatter

s
# Facility specific properties.

# Provides extra control for each logger.
T T T e e e e e e e R e e e P e

# For example, set the com.xyz.foo logger to only log SEVERE
# messages:

com.xyz.foo.level = SEVERE

ru.CryptoPro.JCP.tools.JCPLogger.level = FINE
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu)

Bxogsnii
N3MEHEH- 3aMEeHEeH- HOBbIX aHHYNnMpo- Bcero Ne
. R ¢ conposo-
Ne | Hbix HbIX BaHHbIX nNcToB Ne
autensHoro |MNoanuck HaTa
n/n (cTpanuu) B | gokymeHTa
JOKYMeHTa
LOKYMeHTe
n jata
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